HOSTED SERVICE
SECURITY AND ENCRYPTION

1. Encrypted Storage. All data in Fishbowl Hosted Services is encrypted on the Tonaquint Storage Area Network (SAN). This
is a collection of physical hard drives used as storage devices and dedicated servers. Tonaquint’s headquarters is located in St.
George at the southern tip of Utah. That is one of the few geographic areas of the United States that has never, in recorded history,
experienced a major natural disaster or emergency, which could disrupt its operations. So it’s an ideal location for data security
and access, meaning that businesses are likely to maintain a connection to their data contained on the Tonaquint SAN at all times.
2. Intrusion Prevention System. All traffic runs through a firewall with an Intrusion Prevention System (IPS), which actively looks
for potential threats and automatically acts to correct issues rather than an Intrusion Detection System (IDS), which only reports
threats based on passive scans. The IPS analyzes inputs for malicious patterns in their code. When something potentially dangerous
is detected, the IPS informs the administrator, disrupts the input, blocks the IP address it was sent from, and resets the connection
to make sure nothing but legitimate inputs are allowed access. In addition, Webroot is included with Fishbowl Hosted Services, so
any device you access your inventory data on will have that added layer of protection.
3. SOC 1 Type II and SOC 2 Type II Certifications. Tonaquint has SOC 1 Type II and SOC 2 Type II certifications. In order to
obtain them, Tonaquint had to pass a variety of evaluations designed to test its internal controls, security, data integrity, privacy,
and other aspects of its financial reporting. Its actual results and policies were measured against its promised results and policies
and were found to be adequate. SOC 1 is a test that is usually designed by the company being assessed while SOC 2 is an audit
designed by a third party that meets American Institute of Certified Public Accountants (AICPA) criteria. So it’s often much harder to
get SOC 2 Type II certification, and Tonaquint was able to meet those stringent requirements for data security.
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